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§2.49

(iv) The effects on the individual, if
any, of not providing all or any part of
the requested information.

(3)(i) When information is collected
on a standard form, the notice to the
individual shall be provided on the
form, on a tear-off sheet attached to
the form, or on a separate sheet,
whichever is most practical.

(ii) When information is collected by
an interviewer, the interviewer shall
privide the individual with a written
notice which the individual may re-
tain. If the interview is conducted by
telephone, however, the interviewer
may summarize the notice for the indi-
vidual and need not provide a copy to
the individual unless the individual re-
quests a copy.

(iii) An individual may be asked to
acknowledge, in writing, that the no-
tice required by this section has been
provided.

(e) Records concerning activity pro-
tected by the First Amendment. No record
may be maintained describing how any
individual exercises rights guaranteed
by the First Amendment to the Con-
stitution unless the maintenance of the
record is (1) expressly authorized by
statute or by the individual about
whom the record is maintained or (2)
pertinent to and within the scope of an
authorized law enforcement activity.

[40 FR 44505, Sept. 26, 1975, as amended at 48
FR 56583, Dec. 22, 1983]

§2.49 [Reserved]

§2.50 Federal Register notices describ-
ing systems of records.

(a) The Privacy Act requires publica-
tion of a notice in the FEDERAL REG-
ISTER describing each system of records
subject to the Act. Such notice will be
published prior to the establishment or
a revision of the system of records. 5
U.S.C. 552a(e)(4).

(b) Each bureau shall notify the De-
partmental Privacy Act  Officer
promptly of any modifications or
amendments which are required in the
then-current notice describing a sys-
tem of records for which it is respon-
sible.

(c) A bureau desiring to establish a
new system of records or a new use for
an existing system of records shall no-
tify the Departmental Privacy Act Of-
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ficer, no fewer than ninety (90) cal-
endar days in advance.

[48 FR 56583, Dec. 22, 1983]

§2.51 Assuring integrity of records.

(a) Statutory requirement. The Privacy
Act requires that records subject to the
Act be maintained with appropriate ad-
ministrative, technical and physical
safeguards to insure the security and
confidentiality of records and to pro-
tect against any anticipated threats or
hazards to their security or integrity
which could result in substantial harm,
embarassment, inconvenience, or un-
fairness to any individual on whom in-
formation is maintained, 5 U.S.C.
552a(e)(10).

(b) Records maintained in manual form.
When maintained in manual form,
records subject to the Privacy Act
shall be maintained in a manner com-
mensurate with the sensitivity of the
information contained in the system of
records. The following minimum safe-
guards, or safeguards affording com-
parable protection, are applicable to
Privacy Act systems of records con-
taining sensitive information:

(1) Areas in which the records are
maintained or regularly used shall be
posted with an appropriate warning
stating that access to the records is
limited to authorized persons. The
warning also shall summarize the re-
quirements of §2.52 and state that the
Privacy Act contains a criminal pen-
alty for the unauthorized disclosure of
records to which it applies.

(2) During working hours, (i) the area
in which the records are maintained or
regularly used shall be occupied by au-
thorized personnel or (ii) access to the
records shall be restricted by their
storage in locked metal file cabinets or
a locked room.

(3) During non-working hours, access
to the records shall be restricted by
their storage in locked metal file cabi-
nets or a locked room.

(4) Where a locked room is the meth-
od of security provided for a system,
the bureau responsible for the system
shall supplement that security by (i)
providing lockable file cabinets or con-
tainers for the records or (ii) changing
the lock or locks for the room so that
they may not be opened with a master
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